Quaker Oats Credit Union

Protect Yourself From Phishing Scams

QUICK LINKS We've all come across a phishing email that appeared to
be legitimate. Phishers take advantage of the fact that it's
difficult to know with absolute certainty whom you're

Contact Us communicating with via email. They use this uncertainty to
Loan Rates pose as legitimate businesses, organizations or
Loan App. individuals and gain our trust, which they can leverage to
Up Coming convince us to willingly give up information or click on
Events malicious links or attachments.
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2) Be vigilant

Want to stay up-to-
date on the latest news
and information about
YOUR credit union?

Watch for any of these telltale signs of a potential phishing
email or message:

e Messages from companies you don't have accounts
with
Spelling mistakes

¢ Generic greetings (such as "Dear user" instead of
bbbl your name)
. ¢ Unexpected messages with a sense of urgency,
Maiting Bt designed to prompt you to respond quickly without

: checking the facts
¢ Attachments with names such as "Resume" or
"Unpaid Invoice"

Like us on Facebook

3) Consider these recommendations

¢ Be suspicious of unsolicited emails, text messages
and telephone calls. Never provide sensitive
personal information via phone or email.

¢ [f you want to verify a suspicious email, contact the
organization directly with a known telephone number.
Don't call the number provided in the email. Or, have
the company send you something through U.S. mail
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http://r20.rs6.net/tn.jsp?f=001pPE8hKOz9i18CguWD5NBTpT36wAkta7LvQIJNuK1mCrFj_MtdWKk7K6jTuQ2JSGkMwG4CbkWwSqKjdne2259U87SQSrz3WNmSX8UU8AGLi57vVyqiFyOmppVeXLjDsJsPbA4mLMdPngPdmcUn854wJDGgLZQuwPI6QNbu7q7TC29e-OQuPvuzBftowPPb82Yt6JdbaPbhY_GlMZ61OXfgQ==&c=&ch=
http://r20.rs6.net/tn.jsp?f=001pPE8hKOz9i18CguWD5NBTpT36wAkta7LvQIJNuK1mCrFj_MtdWKk7HZLwDQCZdvfEMcwoVKuJ-lHWYqPrHwJH1S2n3erWCLMPUKtyXhEk_LG3MflCtgbWgPkjJEVuMEnneXv1B--21mf5m2DI7kMYybkMQjDKmCnbLTor7BQyUyYDxeNBwVhJUIv2JR8dspF&c=&ch=
http://r20.rs6.net/tn.jsp?f=001pPE8hKOz9i18CguWD5NBTpT36wAkta7LvQIJNuK1mCrFj_MtdWKk7PIl2yEgr7SG2GGOrpm4usyEwWepEJhzuEK5CXGtraAgK-jU6hy_JG4yRIZGLd0rJ-gp4e6E1mZ2f2CeGolEDtzZ_qROH8fXIDLjuFM_qqojvS3EqGMWdfUldVdzLTAPrNXRPkU_4RuoR2lB9p5viLz-mrb3q2he38YGFKoSEg_Dtn98u2Es86pUJlGluo_5DO4lierz7LEl&c=&ch=
http://r20.rs6.net/tn.jsp?f=001pPE8hKOz9i18CguWD5NBTpT36wAkta7LvQIJNuK1mCrFj_MtdWKk7PIl2yEgr7SG2GGOrpm4usyEwWepEJhzuEK5CXGtraAgK-jU6hy_JG4yRIZGLd0rJ-gp4e6E1mZ2f2CeGolEDtzZ_qROH8fXIDLjuFM_qqojvS3EqGMWdfUldVdzLTAPrNXRPkU_4RuoR2lB9p5viLz-mrb3q2he38YGFKoSEg_Dtn98u2Es86pUJlGluo_5DO4lierz7LEl&c=&ch=
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http://visitor.r20.constantcontact.com/email.jsp?m=1102463500572

(which scammers won't).

Only open an email attachment if you're expecting it
and know what it contains.

Visit websites by typing the web address into your
browser's address bar. Don't follow links embedded
in an unsolicited email.

Use discretion when posting personal information on
social media. This information is a treasure-trove to
spear phishers who will use it to feign
trustworthiness.

Keep your anti-virus software up-to-date to detect
and disable malicious programs, such as spyware
or backdoor Trojans, which may be included in
phishing emails.

Know that we will never email, call or text you
requesting your member number or passwords. We
have everything we need to communicate with you.

If you ever suspect you may have become a victim of
financial fraud or identity theft, please contact us
immediately! There are several steps we can take to
immediately assist you in protecting your accounts.
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